
Accelerating
Applic a tion 
Re fac toring :

AI in De vSe c Ops

J oe l Kroos wyk
Fe de ra l CTO

Se c ure  Software  by De s ign
Augus t 7, 20 24



© 2024 GitLab Inc.

State of the Union in DevSecOps

Memory Safety

OSS

AI Acceleration 

Supply Chain

SBOM

Zero Trust 

Secure by Design
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AI is already accelerating the SDLC

Of public sector 
respondents are using AI 
today or plan to in the next 
2 years 

81%
>50%
Re porte d  e ffic ie nc y ga ins  in within 
months  of AI imple me nta tion

5- 10x
Targe ts  for SDLC e ffic ie nc y ga ins

Sourc e : 20 23  De vSe c Ops  s urve y
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Cloud Migration
Modernization
Performance

Scalability
Memory Safety

Compliance
Technical Debt

Unsecured Code
Vintage Vulnerabilities

Emergent Threats
Developer Knowledge

Cost Reduction

With AI acceleration, can we reconsider legacy code?
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Defining refactoring

“Refactoring is a controlled technique for improving the 
design of an existing code base, a disciplined technique 

for restructuring an existing body of code, altering its 
internal structure without changing its external behavior.” 

- Martin Fowler
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Refactoring can drive incredible outcomes 

Python -> C++
Now Rust?

Many -> Java Perl -> Scala
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Refactoring requires

Sufficient developer time

Deep developer skills

Accurate testing

25 %
Time spent 
coding

Other
Stuff

Other
Stuff

Other
Stuff

Coding

Other Stuff

75%
Time spent on
all other tasks

Source: 2023 DevSecOps survey

Other
Stuff

Prioritizing refactoring is tough
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“The simplest way is to just clone 
the code and start hacking away 
improving the design.” 

How do we refactor?

Me
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Red- Green

Refactor code until it passes the tests created at the start

Extract Method

Address complexity, clarity, and structure

Simplifying Method

Streamline method calls and expressions

Composing Method

Large code function fragmentation and breakdown

Abstraction

Scaled refactoring of huge projects

Common refactoring techniques

%&@#!
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AI acceleration in a vacuum - code assist only
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Applying AI throughout the SDLC

Assign Issue

Approval

Merge 
Accepted

Release

Epics

Issues

Issue description 
and summary 
generation

Milestones

Automated TestPush Code

Scan

Vulnerability explanation 
Vulnerability resolution

Collaboration & review

Deploy

Value stream
forecasting

Code suggestions
Suggest reviewers
Merge request summary

Create a merge request

Chat

Test generation
Root cause analysis

Code explanation
Code refactoring

Code review summary
Discussion summary

Use the right model for each function
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Refactoring with AI today

Explain existing code

Create new code

Create unit tests

Analyze root cause

Suggest fixes for failed tests

Remediate vulnerabilities
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Code explanation helps drive AI prompt accuracy

Explain uncommented code functionality

Explain functionality in context of a familiar language

Explain coding patterns, syntax, calls, or methods

Explain this concept to me like I’m 5

Explain if I can do this work with my current environment 
setup

Explain expected inputs and formats

Explain best practices for my new code

Tell me more about that
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Prompt effectively for code assistance

Be conversational

Provide as much context as possible

Ask for different approaches to solve a problem

Prompt with a pattern
State the problem

Ask for help
Provide additional requests
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Non-determinism: repeated prompts=different outcomes

Incorrect results: context is critical

Security problems: vulnerability origination

Big bang failure: going beyond small iterations

Logic mistakes: AI does better with fuzzy I/O

Human checkpoints and gates are required

AI responses require caution
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AI can test its own code

Examples

Test case creation

Failed test remediation

Pipeline root cause analysis

AI supports TDD

AI requires full context up front 

AI requires human validation
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AI-assisted code security reduces shift - left fatigue

AI security capabilities can:

Explain vulnerabilities

Automatically remediate vulnerabilities

Remediate vulnerabilities across code bases

AI iterates on its own work while humans:

Manage the process

Audit the work

Validate the output
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Story: Legacy monolith to microservices in the cloud

What
Cloud Migration Initiative

Language
C to Rust

Architecture
Monolith to Microservices

Outcomes 
90% less code
50x more scalable
100x faster at scale
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Scenario: moving off mainframes

What
Mainframe Modernization

Languages
Assembly to Java
SAS to Python
Cobol to Java or C#

Architecture
Mainframe to Cloud

Outcomes
Less code
Secured code base
Budget savings
Maintainability
Performance
Native API and AI use
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Scenario: migrating embedded and firmware

What
Firmware modernization

Languages
ADA
Embedded C

Architecture
Embedded processors

Outcomes
Less code
Memory Safety
Maintainability
Simplified build chain



GitLab Copyright

Repos

Epics

Vulns

Issues

MRs

Pipelines

Docs

CI Jobs

Fully automated workflows

Autonomous agent

Proactive AI

Unified context

Increased efficiency

The future of software development

Workflow 
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Autonomous AI project workflow

Auto-configure projects

Create, plan, and prioritize tasks

Recommend work to teams/people

Create initial code drafts

Create and run tests

Remediate vulnerabilities



Thank you
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